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Understanding the FirstClass Directory

This document will provide an overview of the FirstClass Directory, including how to restrict access
to certain groups of users by using a variety of techniques including unlisting users or conferences,
unpublishing conferences and in particular, using Directory Filtering.

The FirstClass Directory
The Directory is a database containing the names of all global objects defined on your FirstClass
system (users, published conferences, Communities, public mail lists, groups, calendars, remote
names). The FirstClass server consults the Directory when a user performs the following tasks:

* J|ogin

* address mail

* send mail.
Users can consult the Directory to find the name of a user or conference to which they want to
address mail. You can display the Directory by choosing Collaborate > Directory.
If you can't see a name in the directory, you cannot address an email to that person, conference or
mail list.
Note: If you set no restrictions on the directory, all users have access to all of the directory items.

Unlisted Users

Special status A user can be made Unlisted by checking the Unlisted

checkbox on the User Information Form for that user.

Does not expire Note: Normally, best practice dictates that when you
Secure want to enable a privilege for a user, you would add them
— to a group that has that privilege enabled. You can then,
Unlisted i as the Admin, do a directory search by group to locate all
View unlisted users with that privilege. This privilege cannot be set at

the Group Level however.

This can be somewhat problematic as it will not be easy to
Edit uzer information discover the users for which you have enabled this privilege.
The only way to discover this would be to open each individual

User Information form and check to see which users have the privilege checked, OR, send a
message to Batch Admin with the line GET USER "UserID" 1201 1227 for each user on your system
For example to determine the unlisted status for two users,

Reply

GET USER "jschmo" 1201 1227

GET USER "vborgette" 1201 1227
This will return the following

1201 0 "jschmo" 1227 6 0

1201 0 "vborgette" 1227 d
The 1227 6 1 indicates that the user with UserID "vborgette" is unlisted

Yiew user information

Special status If a User is unlisted, then only users with the View Unlisted

_ privilege will be able to see the user in the directory. As noted
Does not expire above, you should not set this privilege on an individual User
Cecure Information form, but rather assign users to a group that has

i that privilege enabled.
Unlisted

View unlisted

In this case, however, you can also determine who has been
assigned this privilege by either direct modification of the User
Information Form, or by group membership by looking at the
disuse.txt file found in the Reports >Statistics folder.
If a user has this privilege, he will have the letter U displayed at the end of the report line

jschmo FCNetwork 19 596 19 U
Unlisted Conferences
Like unlisted users, only those who have the View unlisted privilege will be able to view the
conferences in their directory, or be able to address a message to the conference directly from
outside of the conference.

“View user information

LI
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Note: Normally, the default with any conference, whether it is published, unpublished, or
unlisted, if the conference is open, choosing Message > New Message will create a new message
with the conference name automatically entered in the To: field.

To make your Conference unlisted:

1 Choose Admin > List Directory.
2 Select "Conferences" only at Show.
3 Click Search.
4 Double-click the conference you want to change.
5 Check Unlisted
i Brain Teaser P
3 Direciory Information
e
Liass Lonfersnce
Mame Broin Teaser
Al |
“aoice DN:
Wihere: [Mew “olame] admn/Conferences/Brain
Teasan
Carcel [—] |
100% [-2
L

Also, like unlisted users, once set, the only way to discover unlisted conferences is to open this form
for every conference, or to send a similar Batch Admin Command as we do to discover unlisted
users.
Send a message to Batch Admin with the line GET CLIENT ClientlD 1204 1227 for each conference
on your system.
The ClientlD can be found when using Admin > List Directory
For example to determine the unlisted status for two conferences,

Reply

GET CLIENT 1591 1204 1227

GET CLIENT 1248 1204 1227
This will return the following

1204 0 "Brain Teaser" 1227 6 1

1204 0 "Business Ed" 1227 6 0

The 1227 6 1 indicates that the user with conference "Brain Teaser" is unlisted.
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Making Public mail lists unlisted or local only

A public mail list is one that is created within the Mail List folder on the Admin
desktop. You make your mail list unlisted, or local only in the same way that you did
for conferences.

If the mail list is unlisted, only users with the View Unlisted privilege can see the
mail list in the Directory.

Mail Listz=  If the public mail list is local only, users on your server can view the mail list in the

Directory, but users connecting to your server through a gateway cannot.

To make your mail list unlisted or local only:

ahrwdNPRkR

Choose Admin > List Directory.

Select "Other" only at Show.

Click Search.

Double-click the mail list you want to change.
Check Unlisted and/or Local only.

':r-:"_'_‘, All Employees l':' | — |_-E:hj
3 mail List Directory Information

[7] Uniisted [7] Local only

Class: Mail List
MName: All Employees
Alias:

Member of:

The conference and
user groups to which this
mail list belongs

Use Directory filtering to
contrel which groups can
see this mail list

[ Cancel ] [ UK

100% [
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Unpublished Conferences
You cannot create two published conferences with the same name as directory hames must be

unique unless you have disabled Heguire unigue user names  on the System Profile. If you do

this, you will be able to create users and conferences with the same name. For users, you can add
them to a top level group that has and Organizational Unit set and also Requires unique
names within this organizational unit checkbox set

Group name: Beta Users

Organizational unit: Lewel 1 Nation E|

| Fequire unigue names within this crganizational unit

This will not allow you to create two users within the same organizational unit. However, although
you can assign conferences to organizational units, this checkbox will not apply to conferences so
you will be in danger of creating two conferences with the same name within the same
organizational unit.

File  Edit Format Message Collaborate View Admin Help

i] Hew User i:g Edi E Audit E Deskbap E Delete J:] Messags

Search for items in the Directory

Enter the name of the penon or dem and dlidk Search

Patlern: [ Search | [ Stop |
Search. Sy Hame =
Show u"_ Reguiar usars I Ramaie users
| Conferences Remale names
1 Gateways & rouhes Other
# & Hame User ID Organization Liases Client O
& Adminsiratar admin admineEtrator, admin 3
&% FC Ressurce Regsiry FC Ressurce Re 1006
&4 FC Updale Service FC Update Service Comect 1548
Mam Site Main Sie 1707
¥ JoSchmo jEchma Alpha Users 2278
& Jo Schimo Jachmnd Befa Ussrs 2278
8 Test Tea! Bpha Users 2274
Tegl Tag! 4 Apha Users 22B0
Ny WY 1512
InCcorreCct

The solution to this is to use unpublished conferences in most situations.

First, a little background on who can create published conferences and who cannot.

In order for someone to be able to create a published conference (one that shows up in the
directory) that person must have the Publish Directory names privilege

UUUUUUUUUUUUUUUUUU =
Share calendars

- - o |
Publizh Directory names E'
Share workspaces E' il

Without this privilege, all conferences created by this user will not appear in the directory.
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NOTE: There are no restrictions on duplicate names for unpublished conferences. Like unlisted
conferences, the only way for a user to send a message to the conference is to have access to
the conference and with the conference open, choose Message > New Message to create the
message and have it auto-addressed to the conference.
Unlike unlisted conferences, even those with View Unlisted privilege cannot see these
conferences in the directory.
If a user does have the Publish Directory names privilege, and they create a conference that
they want to be unpublished, they must select the Permissions of the conference and check the
Do Not Publish in Directory checkbox.

e E‘-:nﬂlwnns for Test Conference ; FustClass = | = ﬁl

?ﬂl? Edt Fopmat Message Collaborate  Miew Admin  Help

:@ &pout J__.I Message |£ Bules LJ Directary lﬂ Subscribers

Belongs to @ All Conferences Creener;  Administraior

| Do nel publeh in Dieslory

b iew, Wessage opticns, Approval, Sioe imit, Expiry

Wha: ACCREE! PaTMEEONE

Upon doing so, and closing the conference, the conference is removed from the directory.

If you open the permissions on this conference again, and click on the Directory  button

on the form, you will be informed that there is no conference with that name.
After the nightly audit, this Directory button is removed entirely from the permissions form.

24 Permissions for Test Conference : FirstClass @lﬂlﬁ
e

File Edit Format Message Collaborate View Admin Help

P [ i
About \ﬁ Message Rules Subscripers

Note: Once a conference is unpublished, it vanishes from the directory and even the
Administrator will not be able to locate that conference using the Admin > List Directory option.
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Understanding Directory filtering

Directory filtering allows the administrator to control what people can see in your FirstClass
Directory. When no Directory filtering is used, anyone added to any group can see all the entries in
the Directory. If users can't see things, it makes it a lot harder for them to post to them. Filters let
us make sure users only see names they are able to post to, or at least be aware of.

We have already seen that you can make conferences unpublished, but you may want to to have
published conferences, users or mail lists who are visible to only certain groups of users, and not to
others. This is done through directory filtering and group membership.

Default Directory filters

By default the Directory is unrestricted for all standard groups with the exception of the
Unauthenticated Users group. This group cannot see any Directory entries as long as the "Allow
unauthenticated Directory access" checkbox is cleared on the Advanced Web & File

Creating Directory filters

You can filter the Directory at the user group level, or at the user level. We recommend setting
Directory filters for user groups instead of individual users since this gives you more uniformity in
your system and makes it easier to administer. Set Directory filters at the user level for special
privileges only.

To set Directory filters at the group level, use the Directory tab on the Group Privileges form.
There are now three fields that allow you to control what parts of the directory users are able to see.

Features | Preferences | Limits | Directory | Security | Services | Admin | Profile

Use this tab to define the names that this group’s Directory can list.

Allow thiz group to view these groups: Exclude theze groups:

Include these groups:

The best way to understand how these fields work is by way of example. On my test system | have
created 3 User groups and have called them Alpha Users, Beta Users and Gamma Users.

There are 5 accounts; Alphal, Alpha2, Betal, Betal and Gamma

There are 3 conferences; Alpha Conference, Beta Conference and Gamma Conference

There are 3 calendars: Alpha Calendar, Beta Calendar and Gamma Calendar

There are 3 mailing lists: Alpha Mailing List, Beta Mailing List and Gamma Mailing List

The 5 accounts have been added to the corresponding groups and when a user chooses the
directory, this is what is displayed. All of the users, conferences, calendars and mailing lists on the
system are displayed.




Page 7

@..- Directory : FirstClass

File Edit Format Message Collaborate View Help

3 Search:
Show: |Everyone = Contacts Conferences Local Remote
| Résumé | | Shared Documents | | Close |
i Mame Crganization Aliazes Voice DN
I_"_j Alpha Calendar

&3 Alpha Conference

@ Alpha Mailing List

o Alphal Alpha Users
& Alpha2 Alpha Users
(] Beta Calendar

& Beta Conference

[C3% Beta Mailing List

& Betal Beta Users
& Beta2 Beta Users
o Gamma Gamma Users

("] Gamma Calendar

&3 Gamma Conference

@ Gamma Mailing List

« Administrator administrat...
&3 FC Update Service

&3 Main Site

Allow this group to view these groups:

This is the most restrictive field. If you enter any group name in this field, then only items that
belong to this group will be viewable by this group.

The default for all groups is that this field is left blank, meaning that all Users (including Mailing
lists), Conferences and Calendars are displayed which is what we see above with no directory
restrictions.

NOTE: This would be the equivalent of entering the following in this field for any group as all
directory objects belong to one of these three groups.

Allow this group to view these groups.

(D All Users
@ All Conferences
() All Calendars

Since this field is restrictive, if we add only Alpha Users to to this field on the Alpha Users Group, we
would then be allowing Alpha Users only to objects in the directory that belong to that group.
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(4 Alpha Users : FirstClass
File Edit Format Bessage  Collaborate  View

Group fame Alpha Users
Organ all uni: Lerved 1 Mation

[7] Require unique names wi

|m1'umn¢u|mn|un-:tnry

&b to define he names hal this growp’s Direchon

i group to view these groups:
() Alpha Vsars

In our example, we have only added our users to the Alpha Users group so when logged in as an
Alpha user, the directory only presents the following:

xL. Directory : FirstClass b =l
Eile Edit Foprmat  Message Collaborate  View  Help
8. Search:
Show:  |Eweryons [#] ¥ contacts [¥F] Conferences [¥] Local [ Remete
Résumé | | Shared Documents Ciese
|
& Hame Qrgangaton  Alkses ‘aice DN
§ Alphat Alpha Ugars
i # AlphaZ Alpha Ls=rs

If we want to make the alpha mailing lists, conferences and calendars available in the directory to
Alpha users, then we give those corresponding items membership in the Alpha Users group. This
means that we can add non users to User Groups solely for directory filtering purposes.

Adding a Conference or Calendar to a User Group

To add a conference or a calendar to a User Group, you can select the permissions of the
corresponding container and add the group name in the Belongs To: field.

Edrt  Format Message Collaborsie View Admm Help
@mﬁ -H"HHH [iﬂulﬁ Enum Mhhc‘hm

Belongs i i@ All Conferences | Conference Permissions '

Ly Permizsions for Alpha Calendar : FirstClass

Fide Edet Formst Messsge Collaborte  View  Admin  Help
E Abaut L& Directory ﬂ Subscribers
Belongs for  (3) Al Colendars | Calendar Permissions I
! (1] Alphn U'eers
| -
Hem expiry: | Never =t (deys)

Adding a Mail List to a User Group
To add a Mail List to a User Group:
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Choose Admin > List Directory.

Select "Other" only at Show.

Click Search.

Double-click the mail list you want to change.
Add the group name to the Member of field.

= Algha Mailing List —— (=] el

T madl List Directory Information

abrwdNPkR

Unksted Lecal gnily | Rdsums
Class: Mail List
Mame: Alpha Maing List
Alag

Member of: | ¢T) Alpha Users The conlersnoe &nd

kil grosips 1o which this
mail s balongs

U Derpcooey Aering 10
DG 'whioh Qo o
ol this il list

i N -

i 100% [«

With this now in place, the Alpha User's directory now looks like this and he can see all items in the
Alpha Directory only.

- - - I -

4 Directory : FirstClass = | e

Fike Edit Format Message Collaborate Yiew Help

3 Search;

Shaw Eweryone [] ¥ comtacts [¥] Conferences [¥] Local [¥] Remabs
| Résume | | Shared Documents " Close

i Harrs Onganizalion Alssas WVoica DN

" Aipia Calendar djpha Users
|-H Alphs Conferancs #lphs rers
|ﬁ Alpha iailing List Lipha Users

& Alphat &)pha Users
| § apnaz Alpha Utsars

Note: Since the Alpha Group has been set as an OU, if user who belongs to that group has the
Publish Directory Names privilege all new conferences and calendars will be automatically added
to that group as well and the directory listing will include these new containers for all Alpha Users.
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s W B »
File Edt Format bessage Collaborate  View Help
A Search
Show:  Everyons [= & contacts J Conferences (& L
Réswmé | [ Shaced Documenis | [ Close
Til Name Drganization Alases Wiice DM
Alpha 18 New Calapdar alpha Uszers
&5 Alpha 18 New Confarence Alpha Users
™ Alpha Calendar Alpha Uzers
& Alpha Conferenca Alpha Users
B Alpha Maiing List Ajpha Users
+ Alphat Alpha Users
+ Alphaz Alpha Users

In FirstClass 10, two new fields were added to the Directory Tab on groups. The addition of these
fields has made directory filtering even more powerful. These fields allow you to add or remove
filters to enhance the one that we have just discussed.

Exclude these groups:
All Users Group is already using the Exclude these Groups: field to deny directory access to all
Secret Communities for all users on the system.

Exclude these groups:

@ Secret Community

What this means is that any container (Conference or Community) that is made a member of this
group will never be seen in the directory by anyone including the Admin.
Note: The Admin could still find this conference through the Admin > List Directory option

We can take advantage of this field and the Include these Groups field in a creative way.

For example, let's assume that you would like to create a special set of conferences, calendars
and/or mailing lists that are only available to users who belong to a particular group of users.
These containers or mail lists can cross organizational units so in our case, if we have set up similar
restrictions as above for the Beta and Gamma users, we would want to allow members of any one
of these organizational units to be able to see these items if they belong to a new group.

For discussion purposes then, let's say that we would like to create a set of Training Conferences,
calendars and perhaps a mail list that can only be viewed by those who are members of a group
called Training Group.

Here is how this can be done.

Create two User groups: Training Group and Training Group Item

(3] Training Group
(3] Training Group tem

Create a Conferences, Calendars and/or mailing lists that you want your Training group to be able
to access in the directory and add these items to the Training Group Item group.
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&t Permissions for Training Conference : HM.
e i, el—,

File Edit Format Message Collaborate View Admin  Help

P ' i .
About @ Mezzage Rules Directory Subs
Belongs to: ﬁ All Conferences Owner:

| 'E-E}Training Group tem
|

On the All Users Group, add Training Group Item to the Exclude these groups: field.

Exclude these groups:

@ Secret Community
G}Training Group tem

This now denies directory access to any item that is a member of that group and will not be visible
in the directory.

Include these groups:

Adding items to this field will add to the restrictions set in the Allow this group to view these groups:
field

On the Training Group group Directory Tab, add the Training Group Item group to the Include
these groups: field

Include these groups:

G}Training Group tem
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Now, you can add any member of your system to the Training Group group and they should then
be able to access any of those items in the directory.

I have added Alpha2 and Beta2 to the this group and have made sure that both the Alpha and
Beta groups and their corresponding containers and mail lists have strict OU directory restrictions.

Here are the results now for each of the different users:

User Directory View

Alpha 1 § Name Organization
[} Alpha 1's New Calendar Alpha Users
[} Alpha Calendar Alpha Users
&3 Alpha Conference Alpha Users
E‘- Alpha Mailing List Alpha Users
o Alphat Alpha Users
& Alpha2 Alpha Users

Alpha 2 § Name Organization
[ Alpha 1's New Calendar Alpha Users
[ Alpha Calendar Alpha Users
&3 Alpha Conference Alpha Users
|_._';,v. Alpha Mailing List Alpha Users
« Alphat Alpha Users
« Alpha2 Alpha Users
&3 Training Conference
[} Training Group Calendar
[ Training Mailing List

Beta 1 ¢ MName Organization
[} Beta Calendar Beta Users
&3 Beta Conference Beta Users
[E@ Beta Mailing List Beta Users
w Betal Beta Users
w Deta2 Beta Users

Beta 2 § MName Organization
"] Beta Calendar Beta Users
&3 Beta Conference Beta Users
@ Beta Mailing List Beta U=ers
& Betal Beta Users
& Beta2 Beta Users
&3 Training Conference
(% Training Group Calendar
[ Training Mailing List




